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Call Guard

:Comprehenswely protects your mobile voice aﬂd data

‘With the increasing network speed and advanced applications of smartphones our daily works are mobilised with the

nvenience to access company data and contact business partners anytime, anywhere. Mobiles become a much more: -

~ valuable target for cybercriminals. Mobile related threats are getting common and continue to grow that not only affect Hapiet
the device itself, but also put your business at risk.

Top mobile-related threats faced by mobile users

O/ organisations suffered a
e Malicious Mobile App e Junk or Fraud Calls 20 %) [ i

mobile security breach
e Unsecure WiFi Network e Bad URLs or Attachments 48(y were unsure if mobile security
(@)

incidents had occurred

How do the mobile threats affect your business ?

Change PIN and Lock Device

e hold device for ransom

Create Unnecessary Charges

e such as unintended voice roaming charge or hijack

M
]
@ Get Fraud / Junk Calls E Send Email and SMS

e time consuming to identify unknown calls e impersonate you as the sender

(( [])) Turn on the Microphone I__|7' Extract Corporate Data
¥ e eavesdrop into conversation e such as business contact and confidential
documents
Turn on the Camera @ Track Device Location
e steal your images or even spy on you e get your whereabouts

SmarTone Secured Mobile Service Combo guards you from
these junk calls and cyber threats




Call Guard

=8 Call Guard

Blocks junk and fraud calls securely

Features & Benefits

() Time Saving

Junk calls are blocked at mobile network

Completely free from call disturbance

Unnecessary to identify incoming calls

Automatic nuisance call database updates at network
level

Cloud-based application, only one-off set up is needed

Save Roaming Spending

e Junk calls won’t be connected
e Avoid picking up junk call accidentally during

v

business trip
Save money from answering junk or nuisance calls
during your trip

ST Protect

/(LC] Reliable with Caring Function

Ever expanding and updated junk call database
Junk call database stored at network

Save space and battery for your mobile

No in-app advertisement

Works with most phones & latest OS in the market
Round-the-clock support

Wide range of features to meet your needs, such as
overseas call notification

Guards your company data on mobile against cyber threats

Advance End-to-End Threat

Prevention

Offline and online detection, real-time, continuous,
on-device detection

Device & network based detection

Protect against known and unknown threats
Minimal device impact by optimising battery life
Protect user privacy - no DPI and custom privacy
configuration

MMS, NFC & Bluetooth detection

=" Real Time WiFi Network Detection

O

Prevent WiFi Man-in-the-Middle (MitM) attacks
Disable suspicious network automatically

Contact us

For more information, please contact your Account Manager

¢ 22818818
X business_markets@smartone.com

www.smartone.com/en/business_site/

@ Easy-to-use

Better user experience with simple interface

Mobile app displays the detection in device, network
& apps level

No IT support is required

Flexible & Affordable

No upfront CAPEX investment
Simple pricing, one monthly fee
On-demand license scale up
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